Abstract-This paper introduces a safety-related analog input module to achieve data acquisition of 4-20mA current signals. It is an integral part of the safety-instrumented systems (SIS) which is used to provide critical control and safety applications for automation users. In order to ensure the performance of analog input circuit in good condition, a combination of hardware and software diagnosis should be carried out periodically. These kinds of internal self-diagnosis allow the device to detect improper operation within itself. If potentially dangerous process occurs, the AI has redundancy to maintain operation even when parts fail. The article presents special hardware, diagnostic software and full fault injection testing of the complete design. The test result shows that the safetyrelated AI is capable of detecting and locating of mostly potential faults and internal component failures.
INTRODUCTION
An instrumented system used in industrial environment has some special characteristics. Some of them will work in extremely hostile environment, such as moving machinery in mining, partial valve stroke testing and gas turbine control system. In these situations, safety-instrumented system is specifically designed to accomplish two important objectives:
1) Do not fail (redundancy that works well) but if that cannot be avoided.
2) Fail only in a predictable, safe way, as in [1] . As a critical part of the safety-instrumented systems, safety-related AI attach great importance to the safety and reliability measures plus lifecycle cost in critical protection applications .The design of safety-related AI system entails achievement of some minimum levels of safety integrity required by IEC61508, including the restriction of the system average probability of failure on demand (PFDavg) to a maximum target limit and the compliance with some minimum levels of fault tolerance. Fault diagnosis is an important function of safety-related data acquisition module.
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A rule-based fault diagnosis module is developed according to the characteristics of fault knowledge of the main circuit. Fault tolerance, the capacity of a system to prevent single failures escalating into system failures, is usually achieved by redundancy. The basic mode of redundancy are hardware and software redundancy. The implementation of hardware redundancy implies the use of extra equipment or parts that the module would not normally need to perform its function, but are used to tolerate potential faults. Typically, a safety-related AI used in safety applications is designed in pairs. The redundant one is used to support a safe and orderly data acquisition in the event the primary AI fails. In addition to multiple microprocessors and signal processing components, safetyrelated AI uses additional I/O inputs to monitor interconnection wiring, and uses more outputs to generate test signal, and uses custom software to monitor, control and diagnose internal circuit.
II. SAFETY REQUIREMENTS BY IEC61058
The safety-related analog input modules comprised of electrical /electronic components have been used for many years to perform safety functions in most application sectors. The international standard IEC61508 ''Functional safety of electrical/ electronic/ programmable electronic safety-related systems'' (EEPEs) aims to provide a means of ensuring that safety is effectively reached based on functionality of EEPEs as in [2] . This standard sets out a generic approach for all safety lifecycle activities for systems comprised of electrical/electronic components that are used to perform safety functions. The failure of a safety critical system to perform its intended function could result in loss of the assets of a company with serious economic implications, widespread damage to the environment, harm to personnel and people around the facilities and even loss of life.
The probability of a safety-related module satisfactorily performing the required safety functions under all the stated conditions within a stated period of time is referred to as safety integrity. Safety integrity is considered to be composed of the following two elements.
--Hardware safety integrity -that part of safety integrity relating to random hardware failures in a dangerous mode of failure. The achievement of the specified level of safetyrelated hardware safety integrity can be estimated to a reasonable level of accuracy. It may be necessary to use FrD4.4
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--Systematic safety integrity -that part of safety integrity relating to systematic failures in a dangerous mode of failure.
To guarantee safety integrity of, two elements the necessary risk reduction has to be achieved to meet the tolerable risk for a specific situation. The concept of necessary risk reduction is of fundamental importance in the development of the safety requirements specification for the safety-related analog input modules (in particular, the safety integrity requirements part of the safety requirements specification). The purpose of determining the tolerable risk for a specific hazardous event is to state what is deemed reasonable with respect to both the frequency of the hazardous event and its specific consequences. Safetyrelated systems are designed to reduce the frequency (or probability) of the hazardous event and/or the consequences of the hazardous event, while operate regularly.
IEC 61508 specifies 4 levels of safety performance for a safety function. These are called safety integrity levels. Safety integrity level 1 (SIL1) is the lowest level of safety integrity and safety integrity level 4 (SIL4) is the highest level [3] . The standard details the requirements necessary to achieve each safety integrity level. These requirements are more rigorous at higher levels of safety integrity in order to achieve the required lower likelihood of dangerous failure.
III. HARDWARE DESIGN

A. Safety-related AI module design scheme
A high-diagnostic, dual signal process having a one-outof-two voting architecture(1oo2D) useful in safety-related analog input modules is provided for determining whether remote sensors connections are plugged or closed, and whether individual electronic components within the device are deformed, faulty or otherwise failed [4] . The 1oo2 means that the safety-related AI is made up of two independent channels. The two channels are so connected that one channel is sufficient to perform the safety data acquisition function. The signals of independent processing units are compared cyclically or continuously by a hardware comparator. The comparator may itself be externally tested, or it may use self-monitoring technology. Detected differences in the behavior of the microprocessors lead to a failure message. The D stands for a lot of diagnostics and an independent shutdown path. The module needs to use diagnostics to independently shutdown. A dual system with a lot of diagnostics but no impendent shutdown path is a 1oo2. The same system with independent shutdown shown in Fig.1 is a 1oo2D system. The 1oo2D system uses so much diagnostics that it can determine which site is faulty and thus degrade to a 1oo1D system. Otherwise the undetected faulty maybe leads to the failure of the overall system. 
B. MCU and functional circuit
The AT91SAM7SE based on the 32-bit ARM7™ RISC processor is adopted in the safety-related AI module. This chip is a high-performance embedded processor integrating a 512 Kbytes high-speed flash, a 32 Kbytes SRAM, and a complete set of system functions minimizing the number of external components. The main frequency can be up to 50MHz. In addition to the Memory controller, the chip also integrates plenty of on-chip resources, including error erected code controller, SDRAM controller, peripheral DMA controller, power management controller, USART, SPI, external bus interface, timer counter, RTT and analogto-digital converters. With an industrial-level temperature range, it is very suitable for embedded monitoring and control terminals in the network devices, industrial control applications. Because of periodical loop-back diagnosis of the signal paths the safety-related AI uses dac7616 to output different levels of voltage. Dac7816 is a quad, serial input, 12-bit, voltage output digital-to-analog Converter (DAC) with guaranteed 12-bit monotonic performance over the -40 centigrade to +85 centigrade temperature range. If inaccurate measure is detected, the AI will discard the result of this signal process path.
C. Diagnosis circuits
The internal diagnosis circuits for safety-related AI module consist of several parts, including input wire connection test, voltage and current supervisor, crystal oscillators test, and emergency shutdown circuit.
In standard process-monitoring equipment, the outputs of 4-20mA transducers must be converted to signal voltages suitable for measurement by an A/D converter, illustrated in Fig.3 . Four milliamps in the loop is usually calibrated as zero for the quantity being monitored, and should therefore produce 0V at the ADC input. Non-zero current enables the module to distinguish a broken loop from the zero-signal condition. The circuit in Fig.3 monitors loop current with a current-sense amplifier (U21), and employs a comparator/reference/op-amp device (U22) to generate a ground-referenced output that ranges from 0V at 4mA to 5V at the full-scale loop current (20mA). For the resistor values shown (R57/R61), U21 produces an output at pin 8 of approximately 1.25V at 4mA, and 6.25V at 20mA. In turn, the U22 op amp configured as a unity-gain difference amplifier generates an output range of 0.05V to 5.045V. The U22 comparator can be used to monitor input voltage or flag a pre-set loop current. The overvoltage and overcurrent protection circuit is shown as Fig.4 . The power supply flow currents are measured using the precision current amplifier MAX471. This device measures the voltage across an internal 30mȍ resistor, and delivers an output current whose amplitude equals 500uA per ampere of high-side current. Thus, the value of an external resistor scales the output voltage, and suitable resolution is achieved in this case by selecting a value of 4.7kȍ. Crystal oscillators are used to generate precise, stable radio frequencies. The function is to keep the frequency of the clock from drifting. If the signal from this clock stops producing frequency, or is weak, or the pulses begin to vary or change, the electronic equipments might show intermittent problems or might stop altogether. One circuit that has been proposed for applying the series-capacitance method is devised in the design, shown in Fig.5 . Although this circuit is described as being seriesresonant, it uses a colpitts oscillator and is therefore parallel-resonant. The 470pF capacitors are sufficiently large as to cause the parallel-resonant frequency of the crystal to become much closer to the series-resonant frequency, and the result is a crude but useful approximation to the actual series-resonant frequency. When detecting some faulty components, make sure that one failed device doesn't prevent the regular functions of the remaining devices. Especially this problem can occur when the power-supply lead is shorted to ground; this short can sufficiently load the power supply to prevent accurate data acquisition of the remaining devices. Ballast resistors connected in series with the power-supply lead of each device keep this problem from occurring. When dual signals path simultaneous achieve the data acquisition, it's best to use hardware which operates independently of software to identify and quickly disconnect any short-circuited elements, thus preventing further damage. The added delay that software can contribute could increase the damage incurred by excessive current. Also, if this excessive current loads the supply that powers the microprocessor, the actions ordered by the software might not happen. Fig.6 shows the basic hardware for detecting over current faults. When requested by the control software, this circuit's power-up flip-flop is set, which switches on the power MOSFET Q1. The MAX472 current-sensing device senses the supply current drawn through the 0.5-ohm resistor (R45) and into the CPU. If the current through R45 exceeds 160mA, the voltage across resistor R64 activates one of U20's two comparators. If this over current condition persists for more than approximately 30 milliseconds, C51 charges sufficiently to trip U20's second comparator, which sets the over current flip-flop. This condition disables Q1 immediately. The control software detects the over current alarm and identifies the failed device, while the testing of the other devices continues. The control software must remove and then reassert the power-up signal before Q1 can again power on.
D. Low-Pass Sallen-Key filter
In the industrial environment, the signals output from sensors embody a large of interfering signals which is needed to get rid of. In order to get lots of attenuation and prevent the impedance of one RC section from affecting the next, the safety-related AI uses the Sallen-Key topology. This topology is a better choice in severe environments, especially in the conditions that gain accuracy is important. The sallen-key filter is a unity-gain filter, and its pole-pair Q is low (e.g., Q < 3). At unity-gain, the Sallen-Key topology inherently has excellent gain accuracy since the op amp is used as a unity-gain buffer and requires fewer components-two resistors vs three or more for other topologies. The Sallen-Key topology shown in Fig.7 with a sharp knee inclines to reduce the interfering signal without degrading desired signals. This circuit implements a 2-pole filter. Cascading several stages can generate a steep attenuation curve with a very sharp knee. The standard frequency domain equation for a second order low-pass filter is:
Where f c is the corner frequency (note that f c is breakpoint between the pass band and stop band, and is not necessarily the -3 dB point) and Q is the quality factor. When f<<f c Equation (1) reduces to K, and the circuit passes signals multiplied by a gain factor K. When f=fc, Equation (1) reduces to -jKQ, and signals are enhanced by the factor Q. When f>>fc, Equation (1) reduces to:
Signals are attenuated by the square of the frequency ratio. With attenuation at higher frequencies increasing by a power of 2, the formula describes a second order low-pass filter. As shown in Fig.7 , the parameters for such filters are defined for a very specific application in safety-related AI module, R1=30kȍ, R2=18kȍ, C1=0.01uF, C2= 0.0047uF.A design for a low pass filter with fc of 1k Hz and damping ratio ȗ =1 will be discussed. Fig.8 is the frequency analysis of the Sallen-Key topology, including the relationship of amplitude (db) and frequency, as well as the relationship of phase (deg) and frequency. Based on the analysis of the Sallen-Key type low-pass filter and detailed calculation of the parameters, the safetyrelated AI module will be good at filtering the valuable signals from the interferences and noises.
IV. SOFTWARE DESIGN
In this 1oo2D safety-related AI module, both channels mutually supervise each other by comparing the converted values to each other. Safety-related AI generates analog values themselves in test cycles via D/A converter and compares the data converted by the A/D converter to the expected value. In the single path the main function of software is collecting sensors analog inputs and executing selfdiagnosis. The microcontroller use C language for data processing, A/D sampling, faulty symptoms collecting, warning messages sending and local displaying. The overall control flow chart is shown in Fig.9 . Asynchronous communication using modbus protocol is adopted. This kind of communication contains two transmission modes: ASCII (American Standard Code for Information Interchange) and RTU (Remote Terminal Unit). During configuration of device [6] , the desired mode and the serial port communication parameters (baud rate, parity mode, etc) can be flexibly selected. However, the mode and serial parameters must be the same for all devices on a modbus network.
V. EXPERIMENT AND TEST
In order to validate the correctness of AI design, a comprehensive test is carried out for the fault diagnosis components, the redundant circuits and communication interface. The most valuable approach is to conduct electro magnetic compatibility (EMC) test. Table I EMC test result EMC is the study of the unintentional generation and reception of electromagnetic energy. EMC Emissions is related to the reduction in the unintentional generation of electromagnetic energy. EMC Susceptibility or Immunity refers to the correct operation of electrical and electronic equipment in the presence of electromagnetic disturbances. The EMC test consists of three parts including the electrostatic discharge, surge voltage interference and pulse train damage. The test results can be shown in table 1 .
From the test result, this safety-related module shows the characters of safety, reliability, and simple operation. With the ability to interpret signals from sensors, users can use the device to achieve the industrial appliances, especially in the critical environment surrounded by the noise and interferences.
VI. CONCLUSION
As a result of high reliability achieved by the means of shelf-diagnosis and components redundancy, Safety-related AI will remain hallmarks of sensors data acquisition modules in industrial controlling and monitoring system. Many special design considerations are taken into account. 
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The devices can be established as a distributed monitoring or controlling system via network to measure more parameters. This device at lower cost, size, and power can be successfully used in industrial environment, and several tests are carried out to prove its feasibility and benefits. This paper emphasize on internal diagnostics and components redundancy. The combination of hardware and software technique allows the device to detect improper operation within itself [5] .
